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1. Introduction
Both individuals and firms are afflicted by cybercrime,
but what is the victimisation rate? Figure 1 displays
a diversity of estimates ranging from less than 1% to
over 60%. Estimates are provided by a range of entities with differing approaches, data availability and incentives. For example, surveys have been commissioned
by public agencies in the UK [1], EU [2], France [3],
Netherlands [4], and Sweden [5], as well as private firms
from insurance [6], [7] and computer security [8]–[11].
Within academia the topic is of interest to researchers
from a range of disciplines including criminology [12],
finance [13], and computer science [14].
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Abstract—Across both the public and private sector, cybersecurity decisions could be informed by estimates of the likelihood of different types of exploitation and the corresponding
harms. Law enforcement should focus on investigating and
disrupting those cybercrimes that are relatively more frequent, all else being equal. Similarly, firms should account
for the likelihood of different forms of cyber incident when
tailoring risk management policies. This paper reviews the
quantitative evidence available for both cybercrime victimisation and cyber risk likelihood, providing a bridge between
the academic fields of criminology and cybersecurity. We
extract estimates from 48 studies conducted by a mix of
academics, statistical institutes, and cybersecurity vendors
using a range of data sources including victim surveys, casecontrol studies, and the insurance market. The victimisation
estimates are categorised into: cyber attack; malware; ransomware; fraudulent email; online banking fraud; online
sales fraud; unauthorised access; Denial of Service; and
identity theft. For each category, we display all estimates in
the years 2017–2021. Our review shows: (i) firms face higher
victimisation rates than individuals, which increases in the
number of employees; (ii) global surveys reveal a consistent
relative ranking of countries in ransomware victimisation;
(iii) although trends could be identified within studies that
collect longitudinal data, these trends tended to contradict
each other when compared across studies; and (iv) broad
categories with unclear consequences (e.g. malware and
fraudulent emails) displayed higher variance and average
values than categories associated with specific outcomes (e.g.
identity theft or online banking fraud). We discuss the
outlook for cybercrime and cyber risk research.
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Figure 1. Five years of quantifying victimisation likelihood across cybercrime and cyber risk research leads to a range of estimates.

These entities have different incentives in estimating
victimisation rates. Security vendors and insurers benefit
when over-estimates create fear that can translate into
demand for products and services [15]. In contrast, it
was suggested that politicians and police chiefs happily claimed the credit for crime rates falling since the
1990s [15]. Official figures did not include online scams
even though individuals were twice as likely to fall victim
compared to traditional crimes [16].
Beyond the size of the estimates, the choice of which
crimes to quantify can determine where law enforcement
and wider society focuses its attention. For example,
technology-enabled intimate partner violence lacks national and/or individual-level statistics [17, p. 664]. While
we do not claim the following results from the lack of
statistics, it is notable that security researchers do not consider domestic abusers when conducting security analyses
of smart homes [18], instead focusing on external hackers
who conduct malware and hacking crimes that are more
commonly considered in cybercrime surveys [12].
Many estimates are not even based on survey data.
Insurers estimate the probability of cyber incident, equivalent to victimisation rate, by dividing the number of claims
by the number of policyholders who could have made a
claim [6]. A similar approach (a case-control study) used
by academics outside criminology is to collect publicly
reported incidents and then normalise this by the number

of entities who could have suffered an incident, such as the
firms in the S&P 500 [13] or all firms in the US in a given
industry [19]. Even more exotic approaches exist [20].
One might argue these problems are caused by a lack
of gate keeping and that law enforcement will look to official statistics. But even estimates produced by statistical
institutes are problematic. A 2018 review that focused on
surveys “judged to be very well conducted” [12, p. 11]
concludes that “prevalence estimates between countries
are incomparable due to, most of all, question wording” [12]. If even publicly funded institutes cannot agree
upon standard questions, this creates space for security
vendors to choose those questions that maximise fear
and consequently sales [15]—they are unlikely to conduct
such research if no-one consumes it.
Unreliable estimates of cybercrime victimisation matter because of how firms and governments use such figures
to prioritise mitigation resources. Firms invest more in
prevention if cybercrime is more likely to happen [21].
Law enforcement faces incentives to reduce the crime
metrics used to evaluate the agency, possibly displacing
resources away from crimes not tracked by the metric.
Together these concerns motivate a broad review that
captures not only high-quality estimates, predominantly
from statistical institutes, but also grey literature. Doing so
allows us to examine how cybercrime victimisation rates
are calculated and used by a range of actors—statistical
institutes to inform policy, insurers to sell financial security, vendors to sell computer security, and academics
from many disciplines to advance research agendas. We
unashamedly build on the work of Reep-van den Bergh
and Junger [12] by adding the years 2017–2021 (they
consider 2009–2016) and by sampling much more grey
literature. We also differentiate ourselves from surveys
of cybercrime and cyber risk by extracting estimates for
individuals and firms (not society [15], [22]) and by
extracting actual likelihood estimates, which was not done
in surveys of cyber risk [23]–[25].
Section 2 describes our search strategy and selection
criteria. Section 3 presents the results. Section 4 discusses
insights and limitations. Section 5 offers a conclusion.

2. Data Sources
Section 2.1 describes how we searched for studies and
decided whether to include a study, as well as outlining
the methodological details of each study. Section 2.2
identifies the crimes for which victimisation estimates are
calculated, as well as identifying related work for each.

2.1. Sample of Studies
Search We used internet search engines to identify a
broad range of studies. The website google.com indexes
web-pages and documents allowing us to capture vendor
surveys, and scholar.google.com indexes academic publications. We searched for combinations of the terms: cybercrime, victimisation, cyber risk, likelihood, and quantify. We also consulted surveys of cybercrime [12], [15],
[22] and also cyber risk [23], [24]. We did not conduct a structured literature review because the topic is
interdisciplinary and so we could not feasibly search all
the relevant journals. For example, we found papers in

criminology [12], [26], finance [13], and interdisciplinary
cybersecurity [14], [19].
In choosing a broad search, we undoubtedly missed
studies and so we cannot claim a comprehensive review, which is infeasible given the volume of studies.
Sacrificing completeness allows for comparisons across
diverse studies, which enables a critical perspective and
for us to identify the strengths of different approaches.
For example, the 2018 review [12] could not compare
estimates across national institutes because of differences
in survey design, which is solved by private firms who
conduct global surveys with the same survey instrument.
Inclusion Our inclusion criteria is simply that a study
reports a quantitative cybercrime victimisation estimate.
We even include studies that do not self-identify as studying cybercrime, fostering the link between criminology
and cybersecurity [27]. Most cyber risk outcomes have a
corresponding crime, such as data breach–computer misuse or ransomware–extortion. Despite our broad inclusion
criteria, we ignored cyber risk studies that only study
losses without quantifying victimisation rates [28]–[34].
Types of Study Table 1 summarises the methodologies
employed by the studies in our sample. The majority
of studies use survey data, such that victimisation v is
calculated as:
Number of respondents who reported an attack
v=
Total number of survey respondents
Notably, the statistical institutes report how data is collected (e.g. telephone, face-to-face, postal or online) along
with the response rates, whereas cybersecurity vendors often do not specify how responses were collected, let alone
report the response rate. The sampled populations include
a mixture of individuals and firms from many countries.
We compare surveys of individuals with firms because a
micro firm’s computer network is closer to a household
network than that of a multinational corporation.
Case-control studies are common in the cyber risk literature [23]. This involves identifying a group of victims,
commonly via databases of publicly reported incidents,
and then identifying a control group who did not report
such an incident, which leads to the calculation:
Number of entities who publicly-reported an attack
v=
Total number of entities
Romanosky uses publicly reported incidents collected by
a data broker normalised by the number of US firms in
that industry [19]. Eling and Schnell [13] collect cyber
incidents affecting firms in the S&P 500 from the SAS
OpRisk database and normalise by the number of firms in
the S&P 500 and the years in their sample window. An
insurance firm makes in effect the same calculation, using
their own claims data normalised by all the policyholders
they insure [6], [56]. In addition, we conduct our own
case-control using the Critical Infrastructure Ransomware
Incident Data set [66], which contains 1,066 incidents
between November 2013 and October 2021. We normalise
by the number of firms in each EU member state [67], the
UK [68] and worldwide [69].

2.2. Victim Classification
Different studies adopt different levels of granularity
when it comes to victimisation. Table 2 shows which

Study
CSBS 2017 [35]
CSBS 2018 [36]
CSBS 2019 [37]
CSBS 2020 [38]
CSBS 2021 [1]
EC 2017 [39]
EC 2019 [40]
EC 2020 [2]
Dreiß 2020 [41]
Dreiß 2021 [42]
NTU 2017 [5]
NTU 2018 [43]
NTU 2019 [44]
NTU 2020 [45]
NTU 2021 [46]
VM 2016 [4]
VM 2017 [47]
VM 2020 [48]
CVS 2016 [3]
CVS 2017 [49]
CVS 2018 [50]
CVS 2019 [51]
Biancotti [52]
Romanosky [19]
Castro et al. [53]
TAB [10]
Riek et al. [14]
Paoli et al. [26]
Woods et al. [20]
Crowd 2020 [9]
Crowd 2021 [54]
Eling et al. [13]
Proximus [11]
Franke et al. [55]
Coal 2020 [56]
Coal 2021 [6]
SOPH 2020 [57]
SOPH 2021 [8]
His 2017 [7]
His 2018 [58]
His 2019 [59]

His 2020 [60]

His 2021 [61]

Country
(ISO 3166)
GB
GB
GB
GB
GB
EU
EU
EU
DE
DE
SE
SE
SE
SE
SE
NL
NL
NL
FR
FR
FR
FR
IT
US
GB
?
IT, NL, DE,
GB, EE, PL
BE
US
Global
Global
US
BE, NL
SE
US, CA
US, CA
Global
Global
DE, US, GB
DE, US, GB
DE, ES, GB,
FR, BE, US,
NL
DE, ES, GB,
FR, BE, US,
NL, IE
DE, ES, GB,
FR, BE, US,
NL, IE
CA
CA
AU
US
US
Global

Mode data collection

Periodicity

Telephone
Telephone
Telephone
Telephone
Telephone
Face-to-face & CAPI
Face-to-face & CAPI
Face-to-face & CAPI
CATI
Online
Telephone/online/postal
Online/postal
Online/postal
Online/postal
Online/postal
Online/postal
Online/postal
Online/postal
Face-to-face
Face-to-face
Face-to-face
Face-to-face
CATI
Advisen database
Online
Survey, not specified
Telephone

Year earliest
data collection
2016
2017
2018
2019
2020
2017
2018
2019
2018
2020
2016
2017
2018
2019
2020
2016
2017
2019
2015
2016
2017
2018
2016
2004
2014
2017
2015

Number of
Respondents
1,523
1,519
1,566
1,348
1,419
28,093
27,339
27,607
4,981
687
11,600
74,032
73,461
73,813
74,351
81,000
150,000
135,000
20,000 - 25,000
20,000 - 25,000
20,000 - 25,000
20,000 - 25,000
3,854
12,603
1,500
?
6,394

Respondent

Every year
Every year
Every year
Every year
Every year
Every yeara
Every yeara
Every yeara
Every yearb
Every yearb
Every year
Every year
Every year
Every year
Every year
Every yeara
Every yeara
Every yeara
Every yeara
Every yeara
Every yeara
Every yeara
One-off
One-off
One-off
One-off
One-off

Response
Rate
27%
25%
23%
27%
19%
?
?
?
11.6%
11.7%
59%
40.5%
40.6%
40.6%
41%
38.5%
39.3%
41.6%
?
?
?
?
?
N/A
?
?
?

Online
Insurance premiums
Telephone/online
Telephone/online
S&P 500
Survey, not specified
Survey, not specified
Insurance claims
Insurance claims
Survey, not specified
Survey, not specified
Online
Online
Online

2016
2003
2020
2021
2009
2020
2019
2019
2020
2020
2021
2016
2017
2018

One-off
One-off
Every year
Every year
One-off
One-off
One-off
Every yearb
Every yearb
Every yearb
Every yearb
Every year
Every year
Every year

4.9%
N/A
?
?
N/A
?
17%
N/A
N/A
?
?
?
?
?

310
6,828
2,200
2,200
500
87
649
25,000
25,000
5,000
5,400
3,036
4,103
5,392

Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms
Firms

Online

2019

Every year

?

5,569

Firms

Online

2020

Every year

?

6,042

Firms

Firms
Firms
Firms
Firms
Firms
15+
15+
15+
Firms
Firms
16-84
16-84
16-84
16-84
16-84
15+
15+
15+
15+
15+
15+
15+
Firms
Firms
Firms
Firms
18+

CSCSC 2017 [62]
Online
2017
Every two years
86%
12,597
Firms
CSCSC 2019 [62]
Online
2019
Every two years
76%
12,274
Firms
Drew [63]
Online
2019
One-off
?
595
18+
VOIT 16 [64]
CATI
2016
Every two years
77%
96,100
16+
VOIT 18 [65]
CATI
2018
Every two years
72%
102,400
16+
Own Approach
Ransomware database
2013
One-off
N/A
1,066
Firms
TABLE 1. L ITERATURE CHARACTERISTICS . a SOMETIMES A YEAR IS MISSING . b UNTIL NOW ONLY 2 PUBLICATIONS ARE PUBLISHED

categories are considered for each study in our sample. We
identify related work for each category in the following.
Cyber attack There is no clear definition for a cyber
attack, with some acknowledging it may even include
legal activities [70]. An influential taxonomy from 1998
defines an attack as “a series of steps taken by an attacker
to achieve an unauthorized result” [71], which confirms
the broadness of this category. Turning to one of the
studies in our sample, Biancotti [52] reports that 43% of
firms suffered an incident in the last year, yet most of
these incidents had a cost less than 10k euros (62%) or

no costs at all (31%) with just 0.1% of the respondents
reporting losses exceeding 200k euros. Table 2 shows this
is the category of interest for cyber risk researchers [13],
[19]. We included espionage estimates under cyber attack
because the term is used in the context of international
relations and law [72].
Malware Malware victimisation involves malicious
software—for example a virus, worm, spyware, or Trojan [73]—infecting the victim’s device. It is difficult to
measure and different surveys collect related information
“in very different ways” [12]. Much like the cyber attack

Source
CSBS 2017 [35]
CSBS 2018 [36]
CSBS 2019 [37]
CSBS 2020 [38]
CSBS 2021 [1]
EC 2017 [39]
EC 2019 [40]
EC 2020 [2]
Dreiß 2020 [41]
Dreiß 2021 [42]
NTU 2017 [5]
NTU 2018 [43]
NTU 2019 [44]
NTU 2020 [45]
NTU 2021 [46]
VM 2016 [4]
VM 2017 [47]
VM 2020 [48]
CVS 2016 [3]
CVS 2017 [49]
CVS 2018 [50]
CVS 2019 [51]
Biancotti [52]
Romanosky [19]
Castro et al. [53]
TAB [10]
Riek et al. [14]
Paoli et al. [26]
Woods et al. [20]
Crowd 2020 [9]
Crowd 2021 [54]
Eling et al. [13]
Proximus [11]
Franke et al. [55]
Coal 2020 [56]
Coal 2021 [6]
SOPH 2020 [57]
SOPH 2021 [8]
His 2017 [7]
His 2018 [58]
His 2019 [59]
His 2020 [60]
His 2021 [61]
CSCSC 2017 [62]
CSCSC 2019 [62]
Drew [63]
VOIT 2016 [64]
VOIT 2018 [65]
Own Approach

Cyber
attack
flt
flt
flt
flt
flt

flt
flt

Ransomware
l
l
l
l
l
l
l
l
flt
flt

Malware
l
l
l
l
l
l
l
l
flt
flt

Online
banking
l
l
l
l
l
l
l
l

Espionage

Unauthorised
access
l
l
l
l
l
l
l
l

Online sales
fraud

flt
flt
fl
fl
fl
flt
flt
fl

Identity
theft

l
l
l
flt
flt

la
la
la
la
la
l
l
l

l
l
l

fl
fl

f

flt
flt
f
fl
fl

flt

l

flt
flt

lb

l

lb

l

flt

flt
flt

l
l

l
l
l

Denial of
service
l
l
l
l
l

l
l
l

flt
flt
la
la
la
la
la
ld
ld
ld
fl
fl
fl
fl

lb
lb
lb

l
l
l

flt
fl
fl
l
l
l
fl
t
t
fl
flt

Fraudulent
email/website
l
l
l
l
lb
l
l
l
fltb
fltb

fl
fl
fl
fl
fl
l
fl
fl
l
l
fl

l
lc

lc
lc

fl
fl

l
l
fl
l
l
l

flb

fl

fl

l
l
fl

l
l
l
l
l
l
fl
flt
flt

l

TABLE 2. D IFFERENT TYPES OF CYBERCRIME COVERED . f INCLUDES QUESTIONS ABOUT FINANCIAL LOSS . l INCLUDES QUESTIONS ABOUT
LIKELIHOOD . t INCLUDES QUESTIONS ABOUT TIME LOSS . a NOT NECESSARILY ONLY ONLINE . b ONLY CONSIDERS PHISHING ATTACKS . c ONLY
CONSIDERS BUSINESS EMAIL COMPROMISE . d ONLY CONSIDERS WEB SKIMMING

category, there is a question of whether a malware infection victimises even when it is re-mediated before a loss.
Academic research has uncovered the criminal business
models supplying malware [74], [75], the techniques employed [76], [77] and potential mitigations [78]. Button et
al. [79] interview 52 victims of the UK’s Computer Misuse
Act and find that a quarter were caused by malware
including ransomware.
Ransomware Ransomware is a specific form of malware in which the victim’s system is rendered inoperable
via encryption, after which payment is demanded in exchange for the decryption key. Some ransomware actors
threaten to publish the victim’s data [80]. Research has
explored ransomware samples [81], [82], payments on

various blockchains [83]–[85], and the associated business
models [86], [87].
Fraudulent email This category comes from the European Commission’s survey, which asks:
In the last three years, has anybody in your
family, amongst your friends or acquaintances
experienced or been a victim of any of these
situations?
Receiving fraudulent emails or phone calls asking for their personal details (including access
to their computer, logins, banking or payment
information)
We also classified phishing and business email compromise (BEC) crimes under this category, as well as generic

email scams leading to an admittedly bloated category.
There is a rich body of research on many aspects of
phishing [88], [89], BEC [90], [91], and email scams [92],
[93].
Online Banking Fraud Many surveys include online
banking fraud as a distinct category even though it could
result from malware, fraudulent emails or another mode
of attack. A malware infection leading to banking fraud
could be counted under both categories, which illustrates
the immature state of cybercrime classification and measurement [94]. Researchers have analysed banking fraud
cases [95], causes [96] and mitigations [97], [98].
Unauthorised Access Much like the previous category, unauthorised access could be achieved by multiple
means. The European Commission survey only considers
access to social media or email accounts, whereas Paoli
et al. [26] include any information system of a business:
”By this we mean any malicious event or action that threatens the reliability, integrity and/or
availability of the information systems of a
business (the receipt of phishing e-mail, data
breaches, unauthorized access, etc. with or without consequences or damage).”
There is a relevant body of research on account hijacking [99], [100], passwords [101] and authentication more
generally [98].
Online Sales Fraud The European Commission includes a category:
Online fraud where goods are not delivered, are
counterfeit, or are not as advertised
The NTU survey [5] even includes non-online fraud. This
category is unlike the others in that it is not caused by
compromising the security of a victim’s device or access
credentials, but simply the seller’s dishonesty. To the
extent such a thing is possible, it is an ‘old’ cybercrime,
comprising 44.6% of the reports to the FBI’s Internet
Crime Complaint Center in 2006 [102].
Denial of Service This category was taken from the
CSBS survey [35], which asks:
Have any of the following happened to your
organisation in the last 12 months, or not?
Denial-of-service attacks that take down your
website
Again, this could plausibly be caused by malware or
a phishing attack. However, denial of service (DoS) is
most commonly understood to occur when an adversary
sends large volumes of internet traffic that compromise
the availability of a computer system. Research has covered business down-times [103], the criminal market for
booter services [104], and measuring distributed DoS attacks [105]. Highlighting the diverse motivations for cybercrime, DoS attacks are often used to disrupt competing
online gamers [106].

3. Results
Table 3 provides a coarse summary of the victimisation estimates. Here, we try to present the most generic
estimate, in line with the broad category Cyber Attack, for
each study. Throughout we report the year of publication
for comprehensibility, as it would be difficult to visualise
studies who collect data over multiple years (e.g. case

Study
Castro et al. [53]
Romanosky [19]
CVS [3]
CSBS [35]
EC [39]
CVS [49]
VM [4]
NTU [5]
Hiscox [7]
Biancotti [52]
Firms
Biancotti [52]
Employees
TAB [10]
NTU [43]
VM [47]
Hiscox [58]
CVS [50]
CSBS [36]
Riek et al. [14]
Paoli et al. [26]
CSCSC [62]
CSBS [37]
EC [40]
CVS [51]
NTU [44]
Hiscox [59]
Woods et al. [20]
VOIT [64]
Dreiß [41]
CrowdStrike [9]
Eling et al. [13]
Proximus [11]
NTU [45]
VM [48]
Coalition [56]
SOPHOS [57]
Hiscox [60]
CSBS [38]
EC [2]
Franke et al. [55]
CSCSC [62]
Drew [63]
Coalition [6]
CSBS [1]
SOPHOS [8]
Own Approach
Dreiß [42]
NTU [46]
CrowdStrike [54]
Hiscox [61]
VOIT [65]

Year
2014
2016
2016
2017
2017
2017
2017
2017
2017
2017

Respondent
Firms
Firms
Individuals
Firms
Individuals
Individuals
Individuals
Individuals
Firms
Firms

Publisher
A
A
G
G
G
G
G
G
I
A

Likelihood
18.3%
0.21%
2.26%a
46%
18.5%
2.44%a
10.7%
4.7%
57%
23.3%

2017

Firms

A

32.1%

2017
2018
2018
2018
2018
2018
2018
2018
2018
2019
2019
2019
2019
2019
2019
2019
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2020
2021
2021
2021
2021
2021
2021
2021
2021
2021

Firms
Individuals
Individuals
Firms
Individuals
Firms
Individuals
Firms
Firms
Firms
Individuals
Individuals
Individuals
Firms
Firms
Individuals
Firms
Firms
Firms
Firms
Individuals
Individuals
Firms
Firms
Firms
Firms
Individuals
Firms
Firms
Individuals
Firms
Firms
Firms
Firms
Firms
Individuals
Firms
Firms
Individuals

I
G
G
I
G
G
A
A
G
G
G
G
G
I
A
G
G
I
A
I
G
G
I
I
I
G
G
A
G
A
I
G
I
N/A
G
G
I
I
G

52%
4.95%
11%
45%
2.44%a
43%
16.45%
66.5%
21%
32%
16.38%
2.49%a
5.25%
61%
2.3%
10%
41.1%
56%b
2.6%
54%
5.2%
13%
3.35%
51%b
39%
46%
14.63%
4.8%
21%
44%
5.32%
39%
37%b
0.0005%b
59.6%
4.8%
66%b
43%
9%

TABLE 3. S UMMARY OF PUBLICATIONS UNDER CONSIDERATION .
T HE L IKELIHOOD COLUMN IS PURELY FOR COMPARATIVE PURPOSES
AND INVOLVED SOME DISCRETION , BY WHICH WE SELECTED OR
A

CALCULATED THE MOST GENERIC ESTIMATE FROM EACH
PUBLICATION .
= ACADEMIC , I = I NDUSTRY WHITE PAPER , G = G OVERNMENT
AGENCY OR STATISTICAL INSTITUTE
a ONLY ONLINE BANKING b ONLY RANSOMWARE

control studies [13], [19]). This is not a problem for
statistical institute and vendor surveys, which publish soon
after data collection. However, some academic studies
have a delay due to publishing procedures. Riek et al. [14]
published a study in 2018 based on data collected in 2015.
The diversity of values in Figure 1 make more sense
when dis-aggregated by respondent. Figure 2 shows that
firms report higher victimisation than individuals. Multiple
surveys commissioned by cybersecurity firms and consul-

Firms

Individuals

Coalition
Biancotti Firms
Dreißigacker et al.
CSCSC

100

60

Likelihood in %

Likelihood in %

80

40

CSBS 2020
Biancotti Employees
Proximus

60

40

20
20

0
0

2017

2018

2019
Years

2020

2021

0

Global
1
2
1

UK
1
2
1
2

Belgium
2
4
3

400

600

800

1,000

Number of employees

Figure 2. Linear Regression: Firms versus Individuals
Study
EC [2]
Sophos [8]
CrowdStrike [9]
Own Approach

200

Germany
3
3
4
3

Figure 3. Linear Regression: Number of Employees
US
5
3
5

60
50

TO HIGHEST

tancies [8]–[11] find that firms are more likely than not to
suffer an incident, whereas just one academic study does
so [26]. All of the firm-level estimates lower than 20%
in Figure 1 are produced using case-control studies [6],
[13], [56]. For example, Eling et al. [13] find 130 incidents
affecting firms in the S&P500 and normalise by years in
which data was collected:
Number of incidents reported by S&P500
v=
= 0.026
500 × Sample window in years
This estimate is closer to those associated with estimates
derived from insurance data (5.3% [6] and 2.3%[20]). This
suggests the vendor surveys are over-reporting victimisation among firms [107].
However, case-control studies can also be distorted
by reporting biases. To illustrate the danger with this
methodology, our case-control uses all ransomware incidents collected by Rege [66] and divides this by the
number of firms in the world. This figure drastically underestimates ransomware incidence. It is distorted by collection biases—ransomware incidents cannot be counted if
the firm does not disclose, if the press do not report on
the incident, or if the research team building the dataset do
not find the press report [66]. In contrast, estimates of the
number of global firms correct for under-reporting [69],
which means this approach under-estimates the likelihood
of cyber incident.
A number of studies further dis-aggregate by the size
of the firm. Figure 3 shows that larger firms suffer higher
rates of victimisation, a relationship that holds across all
the studies who provide such dis-aggregation. We did not
estimate a pooled regression line because of differences
between research designs.
The global surveys also allow for cross-country comparisons as the ordering of the countries provide insights
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Figure 4. Crime prevalence for malware

into the relative victimisation rates in each country. Table 4 shows UK firms face a lower likelihood of cyber
incident than Germany, Belgium and the US in every study
for which the comparison is possible. The studies conflict
on whether the UK faces a lower incidence than the global
average, and also whether the US or Germany faces the
highest incidence.
The remaining figures display estimates for specific
crimes. Throughout we use a circle for a firm-level estimate and cross for individuals. We caution readers that the
axes are not aligned, which would have obscured nuances
in those categories with lower absolute victimisation rates.
Figure 4 shows malware victimisation estimates range
from 10–60%. Studies collecting data over multiple years
display variation, such as the CSBS survey that progressively dropped from 33% to less than 10% in five
years [1]. Although this downwards trend was confirmed
by the European Commission’s survey [2], other surveys
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Figure 5. Crime prevalence for ransomware

found an upwards trend [41]. Conflicting temporal trends
are common across all categories.
Figure 5 displays the victimisation rates for ransomware, which are mostly lower than malware victimisation as we would expect given ransomware is a subset of
malware. We see a similar pattern to malware in which the
highest estimates were conducted by security vendors [8],
[9]. Estimates derived from studies that collect data across
multiple years are more stable than for malware.It is worth
noting that even though ransomware victimisation appears
to be stable, the societal impact could be deteriorating if
the ransom demands are increasing.
Figure 6 displays estimates for the fraudulent email
category, which vary more than any other category. Across
all five years of the CSBS survey, between 70 and 85% of
respondents report “fraudulent emails or being directed to
fraudulent websites has happened to [their] organisation in
the last 12 months”, which could even include simply receiving a phishing email without any further interaction. In
contrast, Coalition only consider BEC victims who file an
insurance claim, which requires proving a monetary loss
has occurred, and unsurprisingly Coalition report a much
lower victimisation rate [6], [56]. Despite the variance in
the estimated value, studies that collect longitudinal data
are relatively stable over time, at least compared to the
malware estimates in Figure 4.
Figure 7 shows that estimates for online banking fraud
are all within 1–11%, excluding the estimates for card
skimming, which appears to be very rare. It is also worth
noting some studies report general banking fraud, in addition to online banking fraud. The longitudinal studies
are relatively stable over time and may even be trending
downwards since 2019. The studies based on internal
cyber insurance claims data represent an exception [6],
[56].
Figure 8 shows the victimisation rate for online sales
fraud. The VM and NTU rates are remarkably consistent
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Figure 6. Crime prevalence for fraudulent emails or fraudulent websites
a only phishing attacks
b only business email compromise
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Figure 7. Crime prevalence for online banking fraud
a banking in general, not necessary online banking
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over time and in terms of absolute value. However, closer
inspection reveals this is a coincidence as the NTU figure
includes non-online fraud too. The other studies display
a range of values, with the EC line trending downwards.
Again, this highlights the problem of reading too much
into an individual study.
The remaining categories are quantified relatively infrequently. Figure 9 displays the unauthorised access victimisation rates across three studies. The estimate from
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Figure 9. Crime prevalence for unauthorised access
a only social media or email

Paoli et al. [26] is much higher because they include
events with no consequences:
”By this we mean any malicious event or action that threatens the reliability, integrity and/or
availability of the information systems of a
business (the receipt of phishing e-mail, data
breaches, unauthorized access, etc. with or without consequences or damage).”
The two studies with longitudinal data report stable estimates over time, which may even be trending downwards.
The European Commission survey only include events
leading to unauthorised access to social media or email.
Figure 10 shows Denial of Service victimisation over
time. The longitudinal development of the Hiscox estimate
is perhaps most worrying, growing by 150% in four years.
However, the other studies contradict this both in terms of
trend (CSBS is stable) and absolute values. Ignoring the
Hiscox estimates, the absolute values of the remaining
studies are consistently around 6–12%, perhaps the most
consistent category.

2018

Finally, Figure 11 presents three estimates of identity
theft victimisation. Again, the longitudinal trends seem to
contradict each other—the European Commission survey
suggests a downwards trend, whereas VM suggests more
stability. The range of values is relatively small (just 8%)
but still the VM estimates are an order of magnitude lower
than the EC estimates. CSBS only started collecting this
data in the 2021 study [1], which may in itself reflect
rising prevalence.

4. Discussion
Aggregate Insights Although much remains uncertain, the following insights emerged:
I1
I2

Firms face greater victimisation rates than individuals (Figure 2), which increases in the number of
employees (see Figure 3).
Longitudinal studies of ransomware victimisation
were surprisingly stable across a number of studies, although the absolute values varied based on
the research design.

I3
I4

Global surveys also reveal a consistent relative
ranking of countries in ransomware victimisation
(see Table 4).
Broad categories with unclear consequences
(e.g. malware and fraudulent emails) displayed
higher victimisation than categories associated
with concrete losses (e.g. identity theft or online
banking fraud).

While none of these results are groundbreaking, our review at least outlines what is known and provides a
benchmark for future research. For example, the ranking
of countries for ransomware victimisation (I2) represent a
small step towards global comparisons with the associated
perils [108]–[110]. We also did not find any evidence
that the Covid pandemic represented a structural break
in the pattern of cybercrime. While we do not place high
confidence in negative results given the amount of noise in
our data, it does contribute to an emerging body of work
on how the pandemic impacted cybercrime [111]–[114].
The estimates of cyber attack (Table 3), ransomware
and others could potentially inform cyber insurance pricing, which was shown to be crude [115]. For example, the identity theft estimates we extracted are larger
than those that insurers filed with regulators to justify
identity theft insurance prices, which range from 0.01–
3.8% [116]. More generally, the victimisation estimates
derived from insurance data [6], [56] tended to be lower
than comparable firm-level estimates from (admittedly
shaky) survey data [9], [57], which could be explained
by reporting biases in cybercrime surveys [107]. Benchmarking cybercrime estimates against insurance claims
could be useful going forward because of the adversarial
reporting dynamics—the client reports to receive claims,
and the insurer investigates to prevent fraud. Admittedly,
some firms may not report small incidents because of
administrative overhead or the possibility doing so impacts
future insurance prices. This requires insurance firms to
actually release the data, which may undermine their
competitive advantage [117], and so we should celebrate
any insurer that does so.
Limitations Realistically, the insights we derived are
weak given we reviewed over 40 studies. Originally, we
set out to conduct a meta-analysis in which estimates are
calculated from data pooled across all studies. Such meta
analyses are widely used in medicine in which the cost of
running trials means many studies lack statistical power
individually, but pooling the results can lead to greater
confidence in the estimated value. Doing so relies on
studies adopting similar research designs. Unfortunately
this is not yet common in cybercrime/cybersecurity research as shown by Table 1 and 2. As an earlier review
noted [12], the lack of standardised questions make it
difficult to compare across survey results. These problems
are compounded in surveys conducted by cybersecurity
vendors in which key research design considerations are
not reported, such as the mode of data collection and
response rate.
Overlooking whole classes of harm is a problem that
runs deeper than poor research design, which is at least
quantified if one accepts a sufficient tolerance for error.
Some harms may be quantified but not under the banner
of cybercrime/risk. For example, Thomas et al. [118]

find evidence that 48% of respondents were victims of
online abuse (25% to severe abuse) in 2018, an increase
from 2016. Other categories may not yet be recognised
because the ‘cyber’ aspect is a novel development, such
as in technology-enabled intimate partner violence [17,
p. 664]. Yet other crimes are ignored because of overly
specific questions. For example, online banking and sales
fraud were quantified (see Table 2) but not romance
scams [119], eWhoring [120] and other niche scams. Keen
readers will note that we criticised the category of cyber
attack because it was so broad as to become meaningless,
and just now we criticised granular victimisation estimates
for overlooking other harms. Our contradiction belies a
trade-off. Given finite resources, we can either collect
high-level data that captures many crimes but abstracts
away from the details that can actually be operationalised,
or we collect granular data that blinds us to whole classes
of harm.
At this point, we should reflect on the endeavour of
quantification [121]. It is broadly agreed that measurement is important [12], [122], [123] and yet the state of
measurement has been crticised in the context of both cybersecurity [23], [124], [125] and cybercrime [15], [126],
[127]. That researchers, ourselves included, publish questionable measurements is reminiscent of the politician’s
syllogism—‘we must do something, this is something,
therefore we must do this’. Is there a threshold at which
measurements are so misleading as to be better off left
unpublished? How about when cyber attack likelihood
varies from 0.21% [19] to 66% [26], [54] as in Table 3?
Clearly conducting this research demonstrates we do
not endorse the nihilism that says we cannot measure
cybercrime. At risk of lecturing from the ivory tower, we
believe in incremental progress, transparency, and embracing criticism. Surveys published without methodological
details like response rates or the mode of data collection
(see many vendor studies in Table 1) should be discounted
and possibly even ignored. Moving towards standard categories of cybercrime and the corresponding survey questions would aid comparison across surveys [12]. And then
we need to regularly collate studies and critically review
research design, as we have done in this paper. In doing
so, we unashamedly extended the work of Reep-van den
Bergh and Junger [12] by including low quality studies
and adding the years 2017–2021. Is an alternative model
of science in which meta-reviews are collaboratively updated as new studies are published possible?

5. Conclusion
Academics, security vendors, law enforcement, firms,
and individuals are all interested in or affected by cybercrime victimisation rates. This leads to a contested
space in which different entities publish estimates using
various methodologies based on data collected about diverse populations. We reviewed 48 studies and discovered
that the diversity of factors—the specific crime studied,
methodology, and population of interest—lead to range
of victimisation estimates (see Table 3). The value of
our review comes in identifying how to account for these
factors and adjust estimates accordingly.
The choice of which population to study helps to
explain why the estimates differ. Firms face a higher

rate of victimisation than individuals (Figure 2) and firms
with more employees face even higher rates (Figure 3).
A limited number of studies allow us to compare across
countries, we find that UK firms suffer comparatively
lower likelihood of ransomware incident compared to
Belgium, Germany and the US, and that this result holds
across multiple datasets.
The method of study is another consideration. Estimates provided by statistical institutes are incomparable
due to differences in survey instruments [12]. Turning to
less rigorous studies, surveys commissioned by cybersecurity vendors, which tend to omit methodological details
(see Table 1), report the highest rates of victimisation.
Estimates provided by case-control studies are an order
of magnitude lower, which suggests the vendor surveys
over-estimate victimisation.
Finally, victimisation varies across different cybercrimes. Rates are much higher when unsuccessful attacks
are also counted, such as when an entity receives a
fraudulent email without responding or when a malware
infection is re-mediated without any loss. Such events
have been experienced by the majority of respondents in
some surveys. Specific outcome based questions, such as
whether identity theft or online banking fraud occurred,
lead to smaller and more consistent estimates. In spite of
this, Figure 4–11 did not identify any longitudinal trends
that held across multiple studies of the same category of
cybercrime, and there was no clear spike in cybercrime
following the Covid pandemic.
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Études
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